
The document you are trying to load requires Adobe Reader 8 or higher. You may not have the 
Adobe Reader installed or your viewing environment may not be properly configured to use 
Adobe Reader. 
  
For information on how to install Adobe Reader and configure your viewing environment please 
see  http://www.adobe.com/go/pdf_forms_configure.


STATE OF CALIFORNIA • DEPARTMENT OF TRANSPORTATION
NON-EMPLOYEE INFORMATION SECURITY,
CONFIDENTIALITY AND NONDISCLOSURE STATEMENT 
ADM-3036  (REV 08/2016)
State of California Department of TransportationForm Title: Non-Employee Information Security, Confidentiality and Nondisclosure StatementForm Number: ADM-3036 (Revised August 2016)
Page  of 
The Department of Transportation (Caltrans) reserves the right to monitor, review and log all of the user's network activity, electronic files, messages, and usage with and without notice, and therefore, users should have no expectations of privacy in the use of these resources.  Any electronic information stored on Caltrans systems may be subjected to disclosure under the California Public Records Act and discoverable in legal proceedings.
The Caltrans Information Security Office requires adherence to the following:
The Caltrans Information Security Office requires adherence to the following:
•         Use of Caltrans information assets and computer resources are for Caltrans business purposes only.
Use of Caltrans information assets and computer resources are for Caltrans business purposes only.
•         Comply with Deputy Directive 54-R2 (DD-54-R2) Information Technology Use Standards implemented by Caltrans.
Comply with Deputy Directive 54-R2 (DD-54-R2) Information Technology Use Standards implemented by Caltrans.
•         Comply with the Information Security Policies in the Caltrans Information Security Policies Manual located at:
http://itsecurity.onramp.dot.ca.gov/laws-and-policies
Comply with the Information Security Policies in the Caltrans Information Security Policies Manual located at: http://itsecurity.onramp.dot.ca.gov/laws-and-policies
•         Immediately notify the Caltrans Chief Information Security Officer (CISO) of any security vulnerabilities, actual or attempted security violations (including: unauthorized access; theft, destruction, or misuse of systems equipment, software, or data; possible virus, etc.)
Immediately notify the Caltrans Chief Information Security Officer (CISO) of any security vulnerabilities, actual or attempted security violations (including: unauthorized access; theft, destruction, or misuse of systems equipment, software, or data; possible virus, etc.)
•         Exercise due care to protect and preserve the integrity of Caltrans' confidentiality or sensitive data and information. This includes all communication, written or verbal.
Exercise due care to protect and preserve the integrity of Caltrans' confidentiality or sensitive data and information. This includes all communication, written or verbal.
•         Use due care to secure physical information system equipment from unauthorized access, thefts and/or misuse.
Use due care to secure physical information system equipment from unauthorized access, thefts and/or misuse.
•         Treat passwords as confidential information, do not share passwords, and always change passwords as per the Caltrans Password Policy so that security, in terms of access, is maintained.
Treat passwords as confidential information, do not share passwords, and always change passwords as per the Department Password Policy so that security, in terms of access, is maintained.
•         Will not attempt to circumvent data protection schemes, and will immediately report to the CISO any newly Caltrans identified security vulnerabilities or loopholes.
Will not attempt to circumvent data protection schemes, and will immediately report to the CISO any newly identified security vulnerabilities or loopholes.
•         Only access system areas, functions, or files formally authorized to use when using Caltrans network and Caltrans maintained systems.
Only access system areas, functions, or files formally authorized to use when using Caltrans network and departmental maintained systems.
•         Only access the Caltrans network through the assigned user identifiers (IDs) and passwords.
Only access the Caltrans network through the assigned user identifiers (IDs) and passwords.
•         Will not perform any act that will interfere with Caltrans normal standard operation of computers, terminals, peripherals, and networks.
Will not perform any act that will interfere with Caltrans normal standard operation of computers, terminals, peripherals, or networks.
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For individuals with sensory disabilities, this document is available in alternate formats.  For alternate format information, contact the Forms Management Unit at (916) 445-1233, TTY 711, or write to Records and Forms Management, 1120 N Street, MS-89, Sacramento, CA 95814.
For individuals with sensory disabilities, this document is available in alternate formats. For alternate format information, contact the Forms Management Unit at (916) 445-1233, TTY 711, or write to Records and Forms Management, 1120 N Street, MS-89, Sacramento, CA 95814.
•         Comply with the terms of applicable software licensing agreements, copyright laws, and State software policies. Will not duplicate or use unlicensed software on any State owned PC or system.
Comply with the terms of applicable software licensing agreements, copyright laws, and State software policies.  Will not duplicate or use unlicensed software on any State owned PC or system.
•         Use only Caltrans approved standard hardware and software or obtain approval from the CISO to do otherwise.
Use only Caltrans approved standard hardware and software or obtain approval from the CISO to do otherwise.
•         Take reasonable precautions to prevent virus contamination of Caltrans data files, and report any suspected virus or other destructive programs immediately to the Caltrans IT Service Desk and the CISO.
Take reasonable precautions to prevent virus contamination of Caltrans data files, and report any suspected virus or other destructive programs immediately to the Caltrans IT Service Desk and the CISO.
•         Will not disable the virus protection software installed on Caltrans' PC.
Will not disable the virus protection software installed on Caltrans' PC.
•         Regularly update the virus protection software on any non-State owned PC (networked or standalone) on which work from/for Caltrans is performed.
Regularly update the virus protection software on any non-State owned PC (networked or standalone) on which work from/for Caltrans is performed.
•         Will not use electronic media to send, receive, or store material that violates existing laws; or is of a discriminating, harassing, derogatory, defamatory, threatening, or obscene nature.
Will not use electronic media to send, receive, or store material that violates existing laws; or is of a discriminating, harassing, derogatory, defamatory, threatening, or obscene nature.
•         Obtain written authorization from the CISO for all connections to the Internet and other external networks.
Obtain written authorization from the CISO for all connections to the Internet and other external networks.
•         Will not attempt to monitor or tamper with another user's electronic communications, or read, copy, change, or delete another user's files or software without the explicit agreement of the owner or per management direction.
Will not attempt to monitor or tamper with another user's electronic communications, or read, copy, change, or delete another user's files or software without the explicit agreement of the owner or per management direction.
•         Follow appropriate Caltrans backup procedures to prevent loss of data, and consult with the Caltrans IT Service Desk for more information on backups.
Follow appropriate Caltrans backup procedures to prevent loss of data, and consult with the Caltrans IT Service Desk for more information on backups.
The user has read and understands Caltrans Policies, Deputy Directives, Information Security Policies and Caltrans Information Security guidelines set forth above. Failure to abide can result in immediate suspension of computer privileges, personal liability and termination of the contract with Caltrans.
The user has read and understands Caltrans Policies, Deputy Directives, Information Security Policies and Caltrans Information Security guidelines set forth above. Failure to abide can result in immediate suspension of computer privileges, personal liability and termination of the contract with Caltrans.
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For individuals with sensory disabilities, this document is available in alternate formats.  For alternate format information, contact the Forms Management Unit at (916) 445-1233, TTY 711, or write to Records and Forms Management, 1120 N Street, MS-89, Sacramento, CA 95814.
For individuals with sensory disabilities, this document is available in alternate formats. For alternate format information, contact the Forms Management Unit at (916) 445-1233, TTY 711, or write to Records and Forms Management, 1120 N Street, MS-89, Sacramento, CA 95814.
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